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Important Note — Differences between Online Backup
and Tape Backup

Online backup is similar to tape and disk based backup in that copies of your data are
created and retained. It is different in that copies of your data are aictiiynatored
offsite on Divinsa’s servers without manual intervention and duplicate copieshofileac
are not required. With tape backup one has multiple tapes which one swaps between
each day (usually performing a full backup on each) which provides both perceived
redundancy, in case a particular tape is faulty, and the ability to restsré&rdim a
particular day.

The first time a file is backed up with Divinsa, it is backed up in its entirethenwhe

file changes, it needs to be backed up again, but not before since Divinsa already has a
copy of it (in fact it has two copies as we mirror your data from our primaaycaater

to a secondary data center in another city). So, when a file changes frequeentl
compare it to a previous copy of the file backed up (on your hard disk we keep a local
copy of the files which you have incrementally backed up in the last 5 days) and then
only send changes in the file (called “differentials”) to our backup serMute: the
second time a file is backed up it may not be a differential since we don't keegd a |
copy of your first full backup in the local disk cache to maximize your availatéd

disk space, but thereafter it will be backed up differentially if the file had baeked up
within the last 5 calendar days.

Divinsa’s backup solution is not only automated (no need to swap tapes), more secure
(your data is encrypted on your own computer before it even touches your own network)
and offsite for your protection, it's also more efficient (only changing fikeed to be

backed up), more cost effective (only differences in changed files need todx st

offsite and we compress all data before transferring to our servers), ancetiadnie (no
tapes).

Creating a Backup Account

Before proceeding with the installation of the software, please berctrédiyou are
logged into an account with “Administrator” privileges which has read access and
preferably write access to all the folders and files you wish to backup aocderest

To begin, please download the Divinsa online backup and recovery software from
http://www.divinsa.com/trial.htnand save the file on your computer (for example, save it
on your desktop). When the download is complete double-click on the setup.exe file you
just downloaded.
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Depending on which web browser you used to download the software, you may be
prompted with a dialog box like the following. If so, please click on the “Run” button.

Open File - Security Warning [X

The publisher could not be verified. Are you sure you want to
1un this software?

Name: setup.exe
Publisher: Unknown Publisher
Type: Application
From: C:\Documents and SettingsiShawn JavidiDesktop

[] Alwrays ask before opening this file

This file daes not have @ valid digital signature that verfies its
publisher. *You should anly run software fram publishers you tust
How can | decide what software to un?

You should now see the following “wizard” which will walk you through creating an
account with Divinsa, providing billing information to Divinsa, and installing Divinsa’s
secure online backup and recovery software. Please click on the “Next” buttomto begi
this process.

- - InstaliShield Wizard X

‘Welcome to Divinsa LLC's Data Protection
Backup Service.

This process will register an account and install the
software for pou e0 pou can start backing up wour critical
files, a maximum of 102408 right now!

Note that if you are installing a trial, you will be limited to 1GB of compmdsmline
storage unless you contact Divinsa to arrange more space. If you have purchased the
software then there are no limitations on the amount of compressed storegg@paan
use on Divinsa’s servers.

Please read the license agreement and click on the “Yes” button indicating y
acceptance of these terms.
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- - InstallShield Wizard

License Agreement

Flease read the following license agreement carefully.

Press the PAGE DOWH key to see the rest of the agreement.

DIVINSA LLC DATA PROTECTION (BACKUP) SERVICES SUBSCRIPTION
AGREEMENT

[Il[.2

MOTICE TO SUBSCRIBER: CAREFULLY READ THE FOLLOWING TERMS AND
CONDITIONS GOVERMIMG USE OF DIVINSA'S AUTOMATED ONLINE BACKLP
SERVICE. UTILIZATION OF THE SERVICE CONSTITUTES ACCEPTAMCE OF THESE
TERMS AND CONDITIONS.

1. Service Provided. Use of thiz Service [the "Service''] congists of the right of a
Subszcriber of the Service ["Subscriber'] and it designated users to electronically transmit

Do you accept all the terms of the preceding Licenze Agreement and Privacy Policy? If pou
choose Mo, the setup will close. Toinstall DivingaD PS5, you must accept this agreement,

[ < Back ” Tes ][ Mo ]

The following “dialog box” should now appear. If you are creating a new acaaiimt
Divinsa then please be sure that “Create a new account” is selected kmh ¢che
“Next” button.

If you already have an account and are ready to restore your data on this cotinguter
select “I already have an account” and provide your Username and Risse&ron the
“Next” button, and then skip to the restoring data section later in this document.

- - InstallShield Wizard
Divinsa LLC's DivinsaDP5

Account Setup

Fleaze zelect if you wish to create a new account or use an already
exigting one.

@ Create a new account

Thiz process will guide you thraugh the steps required to create a new
backup account

()1 already have an account

Username: | |

Paszword: | |

=

’ < Back ” Mewt » ]’ Carcel ]

Please provide your billing information by filling in all of the requested médron on
the following dialog box, and then click on the “Next” button.
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- - InstallShield Wizard

Divinga LLC's DivinsaDPS
Idertification Informnation

Please enter your first hame, last name, e-mail address, and phone number
bexlow.

The "Compaty Mame" field is optional.

First M arne: | |

Lagt Marme: | |

Company Narme: | |

E-mail Address: | |

Phone Mumber: | |

=}

[ < Back “ Mest > _][ Cancel ]

Now, please provide your billing address, and then click on the “Next” button.

- - InstallShield Wizard

Divinsa LLC's DivinsaDP5S A
Billing &ddress Information S Dol oy & Eaii

Please enter pour address information below.

Address:

City:

Zip Code; |

|
|
|
State/Province: | |
|
|

County: | United States b

=l

[ < Back ” Mewt > ][ Cancel ]

You will now be prompted for information to create a new account on Divinsa’'s servers.
Please specify a User Name and Password and write the information down aitdnkeep

a safe place offsite, such as a safety deposit box. You will need this &eeradxad
Password to restore your data if you ever have to reinstall the softwatadea your

data so it is IMPORTANT that you do not forget or lose this information (in sones cas
Divinsa personnel can retrieve your password for you if you forget it, so iag®
concerned about security of Divinsa personnel or are subject to regulatoryacarapli

then please see the section entitled “Adding an Additional Encryption Key fofeRey
Compliance” which can be found later in this document).

The password you specify is your default encryption key.
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- - InstallShield Wizard

Divinga LLC's DivinsaDPS
Login Information

Pleaze enter pour uzername and pazzword below. & pazsward hint figld iz
provided in case you forget pour password.

Uzer Marne: | |

B characters minimumm, 14 maximum.
Pazzword; |

£ characters minimunn, 14 mawimum.
Yerify Pagsword; | |

Password Hint: | |

Once verified. these values cannot be changed. é

< Back ” Mest > ][ Cancel ]

If you like you may optionally provide comments and feedback to Divinsa in the next
dialog (for example the name of the technical person we should contact if weathgtect
problems with your backups). Click on the “Next” button to proceed.

- - InstallShield Wizard
Divinga LLC"s DivinzaDP5

Customner Feedback Seeurs Onling Backup & Racsvary

Fleaze enter any comments yau may have for us in the box below.

=]

’ < Back ][ Nent » ]’ Cancel ]

A dialog box will appear which summarizes the information which will be sent to
Divinsa; if it is correct please click on the “Next” button and wait for the regpons
indicating that your account has been successfully created, as shown in thetnext pi
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Installing the Software

Now that you have created an account, it's time for the software to be instaifedron
computer. Please click on the “Next” button to begin the installation process.

You can now run the Divinsa application and specify which folders and files you'd like
backed up as well as a schedule for your backups, so please be sure the “Launch
Divinsa...” option is selected and then click on the “Finish” button.



Before proceeding further, let's check to see if there is a newer versionsuiftivare
available (as well as check if your firewall will block Divinsa’s backup3) do this,
DivinsaDPS should be open and you should be on the “Home” tab

where your display will look something like the following (but not exactly theeyam

In the left panel, please click on and then on
underneath the “Help” in the left panel. You may need to scroll down below the
“Settings” area to find “Help”. Once you have expended the “Help” section the right



pane of the DivinsaDPS window should now contain the current version number. Please

click on the button. Please select “Yes” to the question
below when prompted:

If you are running the latest version of our software you will be notified as fllow

Otherwise a new version of our software will download, the DivinsaDPS window will
disappear during the upgrade (after download completes), and after severas thi@aute
DivinsaDPS window will reappear where you are now running the latest versoom of
software.

Configuration Options
Receiving E-Mails Containing Logs of Backups

You can access your backup logs from the Divinsa software at any timekggho

the tab. These logs are helpful for monitoring the status of your backups,
auditing and regulatory compliance.

It is very useful to automatically receive emails containing your backupreeand
deletion logs together with any warnings or errors which may have edcurr

To do this, please be sure you are on the “Home” tab,



Please click on then, just beneath it on . In
the right pane you can specify whether you want logs automatically pritée@ach
backup, or have them emailed to you.

Next fill in your email server and account information. You may need to corgact¥y
manager or your mail host for your outgoing SMTP email server addrégsasword.
Next choose whether you would like to receive emails for every backup, or just those

with warnings, or errors. Finally, be sure to use the to be sure
your email settings are correct and then check your email and be sorestbege sent to
you does not end up in your SPAM or Junk folder. Once you have completed making

changes please click on the button.

Note that you can also view the associated log for any backup, restorestmmdeithin

Divinsa by clicking on the tab.

File Retention (Deleted Files & Changes to Backup S  ets)

By default, we retain the latest version of every file you backup with uslbhasibe last
30 calendar days of versions of changing files. If you would like the retentionytist
versions of files to be changed to something other than 30 days, please contact our
technical support group.

When you delete a file or folder on your computer, or remove files or folders om y
backup sets, we’ll also delete those files off our servers at the end of thnepenitod

provided that the option is selected. To select this
setting, please be sure you are on the “Home” tab,

Please click on (which is below “Help” on the bottom left
of the Divinsa window) then, just beneath it, click on . In the right pane be
sure there is a tick mark next to . After you have
changed this setting please click on the button.

Please note that if you are subject to regulatory compliance and mustiedé&ded files,
you probably will NOT want selected.



Archive Flags & Configuring Multiple Backup Solutio ns to
Coexist

Microsoft Windows keeps track of certain “attributes” for each file andefol One of

them is called the “archive” attribute (also know as “archive flag”). Tagsifl set
whenever a file is altered so that your backup software knows the file has dlaacge

will back it up. It is normal (default) practice for backup solutions to clear tichile

flag” on each file and folder after it has been backed up. Unfortunately, if you are
running multiple backup solutions this default behavior causes a problem because the
backup solution which runs first will clear the flag and then any subsequent backup
solution will look at the flag and assume that the file/folder doesn’t need backing up.

The best solution to this problem is to change the default setting of the onsite backup
solution you are running to “copy” the files and NOT reset the archive Tagn, when
DivinsaDPS runs it will do its normal differential backup of the files/fddarhich

yields you significant cost savings) and it will clear the archive flag.alfemnative is to

have DivinsaDPS run before your other backup solution and have DivinsaDPS not reset
the archive flag (though we recommend the former approach so that you arethatta
Divinsa always has the latest versions of your files backed up offsite).

To change the default archive flag behavior of DivinsaDPS so that it doesarahele
“archive flags”, please be sure you are on the “Home” tab,

Please click on (which is below “Help” on the bottom left
of the Divinsa window) then, just beneath it, click on . In the right pane
clearthe tick mark next to . After you have
changed this setting please click on the button.

Backing up Open (In-Use) Files

On Windows XP, Windows 2003, Windows Vista, and later versions of Windows our
software can backup open and in-use files on your local machine. To turn this feature off
(so that the software skips backing up those files if they are open or in use), please be
sure you are on the “Home” tab,



Please click on (which is below “Help” on the bottom left

of the Divinsa window) then, just beneath it, click on . In the right pane
clear the tick mark next to . After you have changed this setting
please click on the button.

Managing Local Disk Usage & Temporary Files

Divinsa uses a local temporary cache folder to copy files to before pablem up, and
keep copies for a short-time so it can perform “differentials” so only ckandies need

to be backed up (please see section above entitled “Important Note — Diffdyetweesn
Online Backup and Tape Backup” for a description of how this works). The default
location of this folder is “C:\Program Files\DivinsaDPS\Backup”. olfi are concerned
about disk space on your C: disk drive, you can move this folder to another local drive.
First be sure that you are on the “Home” tab.

Please click on (which is below “Help” on the bottom left
of the Divinsa window) then, just beneath it, click on . In the right pane

click on the button and select the new folder to use. After you have

changed this setting please click on the button.

Adding an Additional Encryption Key for Regulatory Compliance

When you install Divinsa’s software, the default is for your account password tede us
as your encryption key. In some cases authorized Divinsa personnel have théoabilit
recover your account password so you may wish to specify an encryption key (which
Divinsa personnel can not recover) so only you can access your backup files. For



regulated organizations it is imperative that you set an encryption key to be truly
compliant.

Remember to write down your Username, Password and Encryption key and keep them
in a safe and secure place offsite, such as a safety deposif pou.loose or forget
your Encryption key (aka Secret key) Divinsa can not help you restore your data!

To specify a new encryption key, be sure you are on the “Home” tab.

Please click on (which is below “Help” on the bottom left
of the Divinsa window) then, just beneath it on . Next click on

and then enter your new key below in the two text
fields (being sure to give yourself a fool-proof hint):

And lastly click on the button.

Again, please remember to write down your Username, Password and Encryption key
and keep them in a safe and secure place offsite, such as a safety depdsitdaox.

loose or forget your Secret key you will not be able to restore your data (which
defeats the purpose of backing up the data) and Divinsa will be unable to a&ts/ou

in recovering your key or data!

Creating a “Backup Set” - Selecting Files and Folde rsto
Backup

To assist you in saving money, Divinsa recommends that you select only datkitp, ba
and that you do not backup directories such as Windows and Program Files. On servers,



if you wish to backup Program Files, the registry, as well as other key delteas
Active Directory) then please use our “System State” plug-in (which isideddater in
this document).

When you installed the software a default “Backup Set” was created witlatie of
your computer. You can change this name or create additional Backup SetstHiat for
example, we’ll just use the default.

Smart Select, on the “Home” tab, is a new feature in version 7 of our software and is
geared towards desktop users who just want to select their “My Documents” aifid spec
types of data files.

Typically, most Divinsa users have other data in addition to just standard documents,
particularly on servers, so we’ll walk through how to select specificdibeisfolders to
backup as well as how to apply filters to selectively backup or ignore certagdiype
files in specific folders.

First we need to click on the tab. In the left window pane you will see a
“tree” browser which shows you your “Desktop”, “My Documents”, “My Conaptiand
“My Network Places”.

You will notice three small buttons at the top left of the Divinsa window:
These buttons allow you to

- Create a new Backup Set
- Choose an already created Backup Set
- Save changes to current Backup Set

When the tab is active, one selects files and folders to backup by simply
clicking in the small squares to the left of the name of the file or folder in thedai
software. When you select a folder to be backed up,(alack tick) will appear in the
square to the left of the folder name and all of its files and sub-folders will atitaity

be selected. You may see a status window pop up indicating the status of sedetting e
file and sub-folder.

If you look carefully you'll see that in the bottom of the Divinsa window, it shows how
many files have been selected and the total uncompressed size of thpoke feample
below the user has selected approximately 125 thousand files with an uncompeessed si
of 38.9GB (40,822,510KB / 1,204 = 39,866MB / 1,204 = 38.9GB):



Once you have performed a backup you will see, on the bottom left of the Divinsa
window, the total amount of compressed storage currently being used on Divinsa’s

servers, for example:

If you select a file to backup, but not its parent folder, the file will have (@lack tick),
but the parent folder will have a (gray tick). A (black tick) next to a folder indicates
that every file and sub-folder in that folder will be backed up. frey tick) next to a
folder indicates that only some of its contents will be backed up.

You can apply a Filter to a folder by right-clicking on the folder and choosingltee Fi
you would like (note that you can also create new Filters this way). Oncewy®u ha
applied a filter you will notice that the Folder will have a(blue tick).

Once you have completed specifying the folders and files you would like backed up, you

should save your settings by clicking on thebutton at the top left of the Divinsa
window.

It is very important to note that if you wish to backup data from other computers on your
network you must

Contact us to increase your license count (a small additional monthly charge
applies for each additional computer being backed up)

Be sure your Schedule is properly configured to run as a User account with
network permissions (please see section later in this document on creating
Schedules)

Be sure you do NOT select the data from network mapped drives, rather be sure
to choose the network shares from within “My Network Places”. The reason for
this is that Microsoft does not guarantee that network mapped drives areyactuall
mapped for applications when they run as a user or service who is not currently
logged in!



You can optionally create additional Backup Sets if you want to schedule some backups
to occur on schedules different from others. For example, you might only want to backup
your e-mail once per week but your QuickBooks files every day. Since Schedules are
associated with Backup Sets, you have great flexibility. To createcaddiBackup Sets

just click on the  button and create a new set by creating a new file. You can tell
which backup set you are using at any time by looking at that the title bar aE8DFPS
(in the example below it is the “DUO” Backup Set):

Launching a Manual Backup

You can launch a manual backup at any time once you have selected some files and

folders to backup. When the tab is selected as shown below

you can click on the button at any time (on the bottom right of the
Divinsa window), but scheduling automated backups is far more useful.

Note that you can view the associated log for any backup, restore, or deldtion wi

Divinsa by clicking on the tab.

Creating and Editing Schedules

You can, and should, set a schedule so your backups run automatically on a frequency of
your choosing. To do so, please click on the “Schedules” tab.



The schedule (or schedules) you create will be automatically added twsbficr
Windows’s Scheduled Tasks, but we recommend you create and maintain them here
within the Divinsa software for convenience.

If you do not currently have a Schedule created, you will see the following tet t@p
of the window.

So, the first thing you may wish to do is click on the button, enter a

and select the “Backup Set” you wish to schedule in the center of the
window (if you have not already created a “Backup Set” there will be altlefse in the
pull-down which has the name of your computer).

The next thing you need to do is determine whether you want this Schedule to the

special Windows user account called “SYSTEM” on your computer or a specific

user. If you will NOT be backing up files from other computers on your network, then
the default “SYSTEM” user should suffice. If you wish backup files from a@oss
network, you will need to enter in a valid user account that has access to the network
resource. (Note: in a Windows Domain environment, you must precede the username
with the domain name followed by a back-slash (i.e. domain\user). If you hawndhos
run the Scheduled backup as a user other than “SYSTEM” then you will need to need to

click on the button and provide the password for the user (please
note Microsoft Windows requires a password for scheduled tasks for any use¢hathe
“SYSTEM").



Also please note there is an additional small monthly charge for each coyquuter
connect up with to backup files from, so you will need to contact out support group to let
us know how many computers you will be backing up so we can enable this feature for
you.

Now we need to set the frequency and time for the backup to occur, so we’ll click on the

inner tab and make our selections, such as is shown below.

By default, your scheduled backup will be a “differential” (please see thiersentitled
“Important Note — Differences between Online Backup and Tape Backup” at the
beginning of this document for more information on how differentials work and the cost
benefits of differentials vs. always performing a full backup).

However, if you wish to change this default behavior to ALWAYS perform a full backup
EVER TIME (which means that for every backup every file will be backed uphehet
or not it has changed, and thus your online storage cost with us will be 30X or more

higher, for a 30 day retention) then click on the inner  tab and put a tick mark

next to Again, if you elect to always perform a full backup,
please note that your bill with Divinsa will likely be more than 30 times higharutiag
our default differential system and for this reason we do NOT recommend that you do
this.

After you have completed creating your schedule, please click on the button
and you will notice that a new schedule is listed (in the example below it is tet cal
“My Schedule” which is the default name.



Now, you can edit this Schedule by clicking on the name and changing ngsebiiit be

sure to remember to click on the button when you are finished else your
changes will not be saved.

Hint: you can check the schedule for the next backup by hovering your mouse over the
DivinsaDPS icon (a folder with a lock) which can be found on the task bar on the bottom
right of your computer desktop display as follows:

Restoring Files and Folders

Restoring files and folders is performed just like specifying files to biecblagp. First

we must click on the tab.

Next we need to specify which folders and files we wish to restore, optionadiyéal
by which day we want those files (e.g. maybe we want to restore icpecsion of a
file from a week ago)

So, in the window pane on the left we must browse to the folder we want to restore from.
You will notice that when you first click the DivinsaDPS software on your compuiller
connect up to Divinsa’s servers and determine which files have been backed up on which
dates (i.e. it will download file histories for those data files which Divinsat&ning for

you). Depending on the number of files you have backed up with Divinsa, this may take
some time (you can watch the status of this process in the status bar at the btteom of
Divinsa window). The window pane should now look something like the following:



Before selecting data, please notice that at the bottom left of the windows it sa

, which means that we’ll be selecting from all
those files to restore which were backed up before 9/13/2007 at 2:16pm. If you click on

this button, you see a window appear like the
following which allows you to specify which date you which to restore from:

Next you select which files and directories you would like to restore tiiradj in the
small square to left of file/folder name. If you select a folder than edl &hd sub-
folders contained within the folder will automatically be selected. You adllas in
the small squares to left of each file and folder you have selectedttmates.



Once you have selected what you wish to restore, please click on the

button and choose whether you want to restore files to their
original locations or to a different (temporary) folder. If you choose tonegbur files
to a location different than where they were backed up from, you will be given the option
to enter a folder name or “Browse” to the folder where you would like trefditeced.

Just like when you backup, you will see a status window pop-up which shows you the
status of your restore operation:



Note that you can view the associated log for any backup, restore, or delétion wi

Divinsa by simply clicking on the tab.

Deleting Files from Your Backup Account on Divinsa’ S
Servers

Typically, when you remove a file or folder from a Backup Set or have deleted that
file/folder off your computer, it will be aged off of Divinsa’s servers 30 datey

provided you have configured out software to do this (please see section entitled File
Retention - Deleted Files & Changes to Backup Sets). However, you megy/fdete

and folders which you have backed up off of Divinsa’s servers at any time.

To delete files off of Divinsa’s servers, please be sure you are on the tab.

Next you'll need to select the files and folders to delete. Initiallynwywes browse to the
computer to delete files for, the software will connect to Divinsa and retalegéthe

file histories for each file and folder, which may take some time (you can viatciatus
bar along bottom of Divinsa window to monitor progress).

Now, as you click in the small squares to the left of files and folders, yosegilan
appear next to each (instead ofand for backing up, and for restoring). Please
note that by selecting folders you will automatically be selectingesdland sub-folders



within that folder, and that you will see (at bottom center of window) that the nwhber
files selected, together with their collective size, is displayed.

Please note that after the delete operation has completed, deleted folddes aad
NEVER be restored from Divinsa’s servers!

Once you selected the files and folders you wish deleted from Divinsa’sssgovewill

need to click on the button which can be found at the bottom right
of the Divinsa window. Next please click on “Yes” to proceed or “No” to cancel.

You will be provided with a status of the deletion

Followed by summary information (you’ll need to click on the button):



Once the deletion is accomplished we recommend you verify the results ofetee del

operation by checking the corresponding log on the tab. The log file contains
a detailed list of actions performed during the delete. It also containvandent list of
summary information at the top of the file.

Again, please note that once you have deleted files and folders off of Divins&ssse
you will no longer be able to restore these files!

Backing up System State

On certain Microsoft Windows server platforms, whilst selecting data on the

tab, you can also select various components of the server’'s System Stakeifpo luar
software has packaged up these components in a convenient way for you to backup and
restore, as shown in the following screen capture.



Backing up Microsoft Exchange

On certain Microsoft Windows server platforms, whilst selecting data on the

tab, you can also select Microsoft Exchange to backup using our plugin. Our software

has packaged up the ability to backup and restore the Exchange data store in a convenient
way. Other options for backing up Exchange include selecting the Exchangeesata fil

(or backup files) directly, or use the Microsoft Windows Backup utility (ntbackuptexe

create a .BKF file and then backup this file using Divinsa.

Backing up Microsoft SQL Server

On certain Microsoft Windows server platforms, whilst selecting data on the

tab, you can also select Microsoft SQL Server to backup using our plugin. Ouargoftw
has packaged up the ability to backup and restore SQL databases in a convenient way.
Other options for backing up Microsoft SQL Server include selecting the datlleas

(or backup files) directly, or use the Microsoft Windows Backup utility (ntbackuptexe
create a .BKF file and then backup this file using Divinsa.



